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1
Decision/action requested

Approve the pCR below
2

Rationale

See the detailed proposal.
3
Detailed proposal
*** BEGIN CHANGES ***
7.x
Solution #x UP key separation
7.x.1
Introduction

This solution addresses the Key Issue #y UP key separation.
The security policies that describe if using slice-specific keys for UP protection in a network slice may be provided by UDM, PCF, AAA Server or SMF itself. According to the security policies, the SMF determines if slice-specific keys should be used for UP protection. The decision is represented with a key type indicator. According to the key type indicator, the UE and the RAN generate slice-specific keys for the UP protection between them in the slice. The slice-specific keys may be generated with the slice-specific parameter, e.g. NSSAI.

7.x.2
Solution details

The figure 7.x.2-1 shows the procedure of using slice-specific keys for UP protection between UE and RAN in a slice.
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Figure 7.x.2-1 Procedure of using slice-specific keys for UP protection between UE and RAN
Step 1 UE sends PDU session establishment request to the AMF.
Step 2 AMF selects a slice for this UE, and then sends a PDU session creation request to the SMF in the selected slice.
Step 3 SMF may get slice security policy that is applicable to the UE from the UDM, PCF, AAA Server or itself.
Step 4 SMF determines whether the slice-specific keys should be used for UP protection according to the slice security policy. If there are multiple slice security policies that are from different sources, the policy priority will be used for the determination.
Step 5 SMF returns AMF the Namf_Communication_N1N2MessageTransfer message in which the key type indicator is included. The key type indicator indicates if slice-specific keys should be used for UP protection in the slice.
Step 6 AMF sends RAN N2 PDU Session Request message in which the key type indicator is included.
Step 7 RAN provides the key type indicator to the UE.
Step 8 RAN and UE generate the slice-specific keys for the UP protection in the slice respectively.
7.x.3
Evaluation

TBD. 
*** END OF CHANGES ***
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